Firewall Setup

Install Shorewall6

Configuring Shorewall for IPv6 is nearly identical to how | did it for IPv4. The biggest different is |
can skip most things related to masquerading since that is less often necessary in the world of
IPv6.

The only changes that need to be made is installing and configuring shorewall6. | am not going to

go over everything again since it is nearly identical to Firewall Setup under IPv4 but pay close
attention to the path is now /etc/shorewall6

# apt install shorewall6

# /etc/shorewall6/shorewall.conf
- LOG_LEVEL="info"
+ LOG_LEVEL="NFLOG(1,0,1)"

- LOGFILE=/var/log/messages
+ LOGFILE=/var/log/firewall.log

- IP_FORWARDING=Keep
+ IP_FORWARDING=Yes

# /etc/shorewall6/zones

+ #
+ # For information about entries in this file, type "man shorewall-zones"

+ #

+ # See http://shorewall.org/manpages/shorewall-zones.html for more information
+

HHABHBHHABHABHBUHABHBRHHBHABHBHABHBRHBUHABHBHHABH AR HBHABHBHHBUHABHBHHABHHARH

HHABHHHHBHARH
+ #ZONE TYPE OPTIONS IN ouT
+ # OPTIONS OPTIONS

+ fw firewall


https://bookstack.swigg.net/books/project-router-work-in-progress/page/firewall-setup

+ wan ipv4
+ lan ipv4
+dmz ipv4d

+ warp ipv4d

# /etc/shorewall6/interfaces

+ #

+ # For information about entries in this file, type "man shorewall6-interfaces"

+ #

+ # See http://shorewall.org/manpages/shorewall-interfaces.html for more information

+

HUBHHA BB RHH BB HH BB R HH R HAHHRHH BB HAH R HH B RHH B BB HHHRHAHEBHH BB HHHRHHERHHY
HUHHHHHHHFEHH

+ ?FORMAT 2

+

HUHBRAHHBHHHBARH BB RHHH R AR B HAHH R R AHH R AR BB AH BB R HHHBAH R HAHFHBAHHRHAHHRRHHS
HUBHHBHHRHFEHEH

+ #ZONE[TINTERFACE[JOPTIONS

+ wan[IWAN_IFTtcpflags,dhcp,forward=1,accept_ra=2,sourceroute=0,physical=eth0

+ lan[TILAN_IF[Ttcpflags,dhcp,forward=1,physical=ethl

+ dmz[TIDMZ_IF[Tkcpflags,dhcp,forward=1,physical=ethl.8

+ warp[IWARP_IF[TItcpflags,dhcp,forward=1,physical=eth1.9

# [etc/shorewall6/policy
+ #

+ # For information about entries in this file, type "man shorewall-policy"

+ #

+ # See http://shorewall.net/manpages/shorewall-policy.html for more information
+

g g g g R EEEEEEEEEEEEEEEE R
HUHBHBHHHHHHH

+ #SOURCE[DEST[TIPOLICY[TILOGLEVEL[JRATE = CONNLIMIT

+

+ $FW[TJallTTJACCEPT

+ lan[TRII[TTJACCEPT

+ dmz[[J$FW,wan[[JACCEPT

+ warp[IJ$FWITIACCEPT

+

+ wan[Tlll[JTIDROPII$LOG_LEVEL

+ # THE FOLLOWING POLICY MUST BE LAST



+ all[TlallITREJECTII$LOG_LEVEL

# /etc/shorewall6/rules

+ #

+ # For information about entries in this file, type "man shorewall-rules"

+ #

+ # See http://shorewall.net/manpages/shorewall-rules.html for more information

+
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HUHHBHHHBHHHRARAHH R R HHHRAH B HAHH R R AH BB A AR AHH R R HHHRA R RHAH B R B AT R HAHBFRHAAHHS
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+ #ACTIONITISOURCE DEST PROTO DEST SOURCE ORIGINAL RATE USER/
MARK  CONNLIMIT TIME HEADERS SWITCH HELPER

+ # PORT PORT(S) DEST LIMIT GROUP
+ ?SECTION ALL

+ ?SECTION ESTABLISHED

+ ?SECTION RELATED

+ ?SECTION INVALID

+ ?SECTION UNTRACKED

+ ?SECTION NEW

+

+ # Don't allow connection pickup from the net

+ Invalid(DROP)[Twan all tcp

+

+ DNS(ACCEPT)[TRll'wan,warp $FW

+ DNS(ACCEPT)[II$FW,dmz lan:2001:db8:2fa3:4848::9a57:cec2

+

+ Web(ACCEPT)[Tldmz $FW

+ Web(ACCEPT)[Tlwan dmz:2001:db8:2fa3:4848:66:1cb:59a7:bbel

At this point | just have an empty /etc/shorewall6/snat configuration because IPv6 doesn't need
masqueraded to access the Internet.

# /etc/shorewall/snat

+ #

+ # For information about entries in this file, type "man shorewall-snat"

+ #

+ # See http://shorewall.org/manpages/shorewall-snat.html for more information

+

HUBHHUBBRHH BB HH BB R H BB R HH BB HH B BB H BB R HH B BB H BB R H BB R HH B BHH BB H BB HHBR-SHY
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+ #ACTION SOURCE DEST PROTO PORT IPSEC MARK USER SWITCH
ORIGDEST PROBABILITY

Just like before it might be wise to run shorewall6 check just to make sure | didn't have any typos.
| already enabled shorewall-init.service to secure the system during boot so to hook in shorewall6 |

just needed to edit its configuration and then enable shorewall6.service to start at boot like |
already did for shorewall.service and shorwall-init.service.

# [etc/default/shorewall-init
- PRODUCTS="shorewall"
+ PRODUCTS="shorewall shorewall6"

Then | told it to start at boot.

# systemctl enable shorewall6

Reboot

It isn't strictly neccessary to reboot but | just prefer to see my system as it would be after it starts
up.

# reboot
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